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Sensor Network Testing is 

Important

Å Integral to Software Development

ÅSensor networks are pushing into the commercial

domain

ÅFailure can affect the whole network

ÅUsed in critical domains:

ïHealth Care

ïProcess Control
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Testing the Encoder and Decoder

of a Protocol

ÅFunctions: ὩὲὧέὨὩand ὨὩὧέὨὩ

ÅDoes decoding an encoded message yield the original 

message?

ÅTest it!



Property-Based Testing

ÅWe specify:

ïGeneric Structure of the Input 

ïGeneral properties for valid system behaviour

ÅA PBT tool automatically tests these properties

ïGenerate wide range of input

ïRun the system under test with the generated input

ïCheck the system against properties
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Example

prop_encode_decode() - >

?FORALL(I , input(), 

I == protocol:decode ( protocol:encode (I ))).

input () - > 

list(range(32 , 127)).

ÅThe input I is randomly generated

ÅThe test code is run for each input

ÅThe property is checked for each test instance
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Demo



Testing Sensor Networks

Å Implemented in C

ïHardware dependent

ÅDistributed Systems

ïNetwork Topologies

ïHeterogeneous Hardware

ÅFunctional and Non-Functional Properties

ïEnergy Consumption

ïTiming


