Things Worth Trying:

¥ code injection
¥ meta programming
¥ reverse engineering byte code

¥ anything that makes Ericsson cringe...

Hacking Erlang

building strange and magical creations

http://jacobvorreuter.com/hacking-erlan http://github.com/JacobVorreuter http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

The Abstract Format

¥ a tree-like structure representing parsed Erlang code

Step 1

understanding the abstract format
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The Abstract Format The Abstract Format

¥ a tree-like structure representing parsed Erlang code ¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms ¥ comprised of a list of forms

What are forms?
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The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

Forms are tuples that
represent top-level
constructs like function
declarations and
attributes
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The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

(examplel).
([foo0/0]).

foo() -> "Hello Stockholm!".

[{attribute,1,module, examplel}, form
{attribute,2,export, [{foo,0}]},
{function,4,fo0,0,[{clause,4,[],[],[{string,4, "Hello Stockholm!"}]1}]}]

http://github.com/JacobVorreuter
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The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

(examplel).
([foo/0]).

foo() -> "Hello Stockholm!".

[{attribute,1,module,examplel}, form
{attribute,2,export,[{foo,0}]},
{function,4,foo,@, [{clause,4,[],[], [{string,4,"Hello Stockholm!"}1}1}]
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The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

-module(examplel).
-export([foo/@]).

foo() -> "Hello Stockholm!".
[{attribute,1,module,examplel},

{attribute,2,export, [{foo,0}]},
{function,4,f00,0,[{clause,4,[],[],[{string,4,"Hello Stockholm!"}]13}]}]
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The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

(examplel).
([foo0/0]).

foo() -> "Hello Stockholm!".

[{attribute,1,module,examplel}, form
{attribute,2,export, [{foo,0}]},
{function,4,f00,0,[{clause,4,[],[],[{string,4,"Hello Stockholm!"}]13}]}]

http://github.com/JacobVorreuter

The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

Taking a step back:
Where do forms come from?

http://github.com/JacobVorreuter
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The Abstract Format

¥ a tree-like structure representing parsed Erlang code
¥ comprised of a list of forms

Forms are generated by grouping
and interpreting tokens scanned
from source code.

http://jacobvorreuter.com/hacking-erlan: http://github.com/JacobVorreuter

Scanning Source Code

the brst step in compiling

e
-moduleCexamplel).

—ﬁiPort([:Po/Oj).

foo() ->
"Hello Stockholm!".
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Scanning Source Code

the brst step in compiling

e

-module(examplel).

—ﬁiPort([:Po/Oj).

Vi %Y ) EAnrY x|
¥ use regular expressions to tokenize string
input

http://jacobvorreuter.com/hacking-erlan: http://github.com/JacobVorreuter

Scanning Source Code

the brst step in compiling

e

-module(examplel).

—ﬁiPort([:Po/Oj).

Vi %Y ) EnAnrY x|
¥ use regular expressions to tokenize string
input
¥ generate a list of tuples, each representing
an atomic unit of source code

http://jacobvorreuter.com/hacking-erlan: http://github.com/JacobVorreuter

erl_scan

This module contains functions for
tokenizing characters into Erlang
tokens.
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erl_scan

-module(examplel).
-export([foo/@]).

foo() -> "Hello Stockholm!".

1> Code = "-module(examplel).\n-export([foo/@]).\n\nfoo() -> \"Hello Stockholm!\". ".
2> erl_scan:string(Code).
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-module(examplel). (examplel).
-export([foo/@]). ([foo/@]).

foo() -> "Hello Stockholm!". foo() -> "Hello Stockholm!".

2> erl_scan:string(Code). 2> erl_scan:string(Code).
{ok, [{"'-",1}, {ok, [{*=",1},
{atom,1,module}, {atom,1,module}, token
{'C,13, {'C,13,
{atom,1,examplel}, {atom,1,examplel},
{')',1}, {')',1},

{dot,1}, {dot,1},

{'-".2}, {'-".2},
{atom,2,export}, {atom,2,export},
@2 {¢",21,

£'[",28, t'["28,
{atom,2,foo}, {atom,2,foo},
{'7'.2}, {'7',2},
{integer,2,0}, {integer,2,0},
1,28, {'1',2},

{')".2}, {')".2},

{dot,2}, {dot, 2},

{atom, 3, foo}, {atom, 3, foo},
{'C',3}, {'C',3},

{')".31, {')".31,

{'->',31, di=>8 3T,
{string,3,"Hello Stockholm!"}, {string,3,"Hello Stockholm!"},
{dot,3}], {dot,3}],

3} 3}
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(examplel). (examplel).
([foo/0]). ([foo/0]).

foo() -> "Hello Stockholm!". foo() -> "Hello Stockholm!".

2> erl_scan:string(Code). 2> erl_scan:string(Code).

{ok, [{"'-',1}, {ok,[{"'-",1},

{atom,1,module}, token {atom,1,module}, token
{'C,11, {'C,13,

{atom,1,examplel}, {atom,1,exampleffy,

{')',1}, {')',1},

{dot,1}, {dot,1},

{atom,2,export}, {atom,2,export},
{¢",21, {¢",21,

t'["28, t'["28,

{atom,2,foo}, {atom,2,foo},

{'7',23, {'7',2},

{integer,2,0}, {integer,2,0},

{'1',2}, {'1',2},

{')".2}, {')".2},

{dot, 2}, {dot, 2},

{atom, 3, foo}, {atom, 3, foo},

{'C',3}, {'C',3},

{')".31, {')".31,

di=>8 3T, di=>8 3T,

{string,3,"Hello Stockholm!"}, {string,3,"Hello Stockholm!"},
{dot,3}], {dot,3}],

3} 3}
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erl_parse erl_parse

1> erl_parse:parse_form([{'-',1},
{atom,1,module},
$1C",13,
. . . {atom,1,examplel},
This module is the basic Erlan oy
g
. . {dot,1}1).
parser which converts tokens into .
the abstract form of either forms,

expressions, or terms.
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erl_parse erl_parse

2> erl_parse:parse_form([{'-",2}, 3> erl_parse:parse_form([{atom,3,foo},
{atom,2,export}, 'C,3L,
£¢,2}, {)',31,
fUnay, Lol
{atom,2,foo}, {string,3,"Hello Stockholm!"},
0 {dot, 3}]).
{}nFegel‘,Zﬁ}, {ok, {function,3,f00,0,
gg [{clause,3,[],[],[{string,3,"Hello Stockholm!"}1}1}}
{dot, 241).
{ok, {attribute,2,export, [{foo,0}1}}
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compile compile

5> Forms = [
{attribute,1,module,examplel},
{attribute,2,export,[{foo,0}1},

ThIS module prOVIdeS an Interface {function,3,f00,0, [{clause,3,[],[],[{string,3,"Hello Stockholm!"}1}1}].
to the standard Erlang compiler. It

can generate either a new pble which

contains the object code, or return a

binary which can be loaded directly.
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compile compile

5> Forms = [ 5> Forms = [

{attribute,1,module,examplel}, {attribute,1,module,examplel},

{attribute,2,export,[{foo,0}1}, {attribute,2,export,[{foo,0}1},

{function,3,fo0,0, [{clause,3,[],[],[{string,3,"Hello Stockholm!"}]13}1}]. {function,3,fo0,0,[{clause,3, ], [],[{string,3,"Hello Stockholm!"}]13}1}].
6> {ok, Mod, Bin} = compile:forms(Forms, []1). 6> {ok, Mod, Bin} = compile:forms(Forms, []1).
{ok,examplel, {ok,examplel,

<<70,79,82,49,0,0,1,204,66,69,65,77,65,116,111,109,0,0,0, <<70,79,82,49,0,0,1,204,66,69,65,77,65,116,111,109,0,0,0,
52,0,0,0,5,8,101,...>>} 52,0,0,0,5,8,101,...>>}

7> code:load_binary(Mod, [], Bin).
{module, examplel}
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. ——

IS THERE A MODULE THAT

Compile % CAN PERFORM ALL OF

5> Forms = [
{attribute,1,module,examplel},
{attribute,2,export,[{foo,0}1},
{function,3,fo0,0,[{clause,3,[],[],[{string,3,"Hello Stockholm!"}]13}1}].
6> {ok, Mod, Bin} = compile:forms(Forms, []).
{ok,examplel,
<<70,79,82,49,0,0,1,204,66,69,65,77,65,116,111,109,0,0,0,
52,0,0,0,5,8,101,...>>}
7> code:load_binary(Mod, [], Bin).
{module, examplel}

8> examplel:foo().
"Hello Stockholm!"
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dynamic_compile dynamic_compile

The dynamlc_(iomplle mOdUIe performs 9> Code = "-module(examplel).\n-export([foo/@]).\n\nfoo() -> \"Hello Stockholm!\". "
the aCthnS Weove JUSt Seen, plus takes Care "-module(examplel).\n-export([foo/0]).\n\nfoo() -> \"Hello Stockholm!\". "

10> {Mod, Bin} = dynamic_compile:from_string(Code).

Of macro expanSIOn and InC|USIOn Of {examplel,<<70,79,82,49,0,0,1,204,66,69,65,77,65,116,111,

109,0,0,0,52,0,0,0,5,8,101,120, .. .>>}
11> code:load_binary(Mod, [], Bin).
external header Ples. S
12> examplel:foo().
"Hello Stockholm!"

http://github.com/JacobVorreuter/dynamic_compile
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moving on...

the parse_transform
debate...
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Programmers
are strongly advised
NOT to engage in parse
transformations

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

yeah, you can do
everything with macros

anyway

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

wait! parse ' transforms are

cool and have'their place in the
' ony Ericss n. -

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

How do parse_transforms work?

If the option {parse_transform, Module}

is passed to the compiler, a user written
function parse_transform/2 is called by

the compiler before the code is checked
for errors.

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

How do parse_transforms work?

-module(print_forms).
-export([parse_transform/2]).

parse_transform(Forms, _Options) ->
io:format("forms: ~p~n", [Forms]),
Forms.

-module(examplel).
-compile({parse_transform, print_forms}).
-export([foo/0]).

foo() -> "Hello Stockholm!".

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

How do parse_transforms work?

jvorreuter$ erlc -o ebin src/print_forms.erl

jvorreuter$ erlc -o ebin -pa ebin src/examplel.erl

forms: [{attribute,l,file,{"src/examplel.erl"”,1}},
{attribute,1,module,examplel},
{attribute,3,export, [{foo0,0}]},
{function,5,f00,0,[{clause,5,[1,[],

[{string,5,"Hello Stockholm!"}]}]},

{eof,5}]

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter




a pizza example a pizza example

encode pizza

\j
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a pizza example a pizza example

remember, at runtime all references
to record instances have been
replaced with indexed tuples.
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expand_records.erl
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intermission

Act Il

compiling custom syntax
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Compiling Custom Syntax Compiling Custom Syntax

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter http://jacobvorreuter.com/hacking-erlang http:/github.com/JacobVorreuter

Compiling Custom Syntax leex

The leex module takes a debnition ble with the
extension .xrl as input and generates the source
leex - A regular expression based lexical analyzer code for a lexical analyzer as output.
generator for Erlang, similar to lex or 3ex.

<Header>

yecc - An LALR-1 parser generator for Erlang, similar DePpnitions.

to yacc. <Macro Debnitions>
Rules.
<Token Rules>
Erlang Code.
<Erlang Code>
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example_scanner.xrl example_scanner.xrl

<Header> DePnitions.
Debpnitions. Al = [a-z][0-9a-zA-Z_]*
<Macro DepPnitions> I =[0-9]+
Rules. WS! = ([\000-\s]|%.*)
<Token Rules>
Erlang Code. Rules.
<Erlang Code> <Token Rules>
Erlang Code.
<Erlang Code>

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

example_scanner.xrl example_scanner.xrl

DePnitions. DePnitions.

Al =[a-Z][0-9a-zA-Z_]* Al =[a-Z][0-9a-zA-Z_]*
I =[0-9]+ I =[0-9]+

WS! = ([\000-\s]|%.*) WS! = ([\000-\s]|%.*)

Rules. Rules.

A\t " ftoken,{module, TokenLine}}. AN " {token,{module,TokenLine}}.
\" * {token,{function, TokenLine}}. \v ™ {token,{function, TokenLine}}.
\p " {token{->', TokenLine}}. \rm ™ {token,{->", TokenLine}}.

\ B" " {token,{[',TokenLine}}. \ B" " {token,{[',TokenLine}}.

\ A" " {token,{7,TokenLine}}. \ A" " {token,{7,TokenLine}}.

{A}! ! : {token{atom,TokenLine,list_to_atom(TokenChars)}}. {A}! ! : {token{atom,TokenLine,list_to_atom(TokenChars)}}.
{31 1 I {token,{integer,TokenLine,list_to_integer(TokenChars)}}. {31 1 I {token{integer,TokenLine,list_to_integer(TokenChars)}}.
\#™ " " {token{'<-',TokenLine}}. \#™ " " {token{'<-',TokenLine}}.

\g™ " " {token,{||',TokenLine}}. \$™ " " {token,{||',TokenLine}}.

\%™ " " {tokenheart,TokenLine}}. \%™ " " {token{heart,TokenLine}}.

\&{WS}":" {end_token,{dot, TokenLine}}. \&{WS}":" {end_token,{dot, TokenLine}}.

{WS}+! I skip_token. {WS}+! I skip_token.

Erlang Code. Erlang code.
<Erlang Code>
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example_scanner.xrl

yecc

The yecc module takes a BNF* grammar
debnition as input, and produces the source
code for a parser.

<Header>
<Non-terminals>
<Terminals>
<Root Symbol>
<End Symbol>
<Erlang Code>

* BackusDNaur Form (BNF) is a metasyntax used to express context-free grammars: that is, a formal way to describe formal I3
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example_parse.yrl

<Header>
<Non-terminals>
<Terminals>
<Root Symbol>
<End Symbol>
<Erlang Code>

http://jacobvorreuter.com/hacking-erlan:

http://github.com/JacobVorreuter

example_parse.yrl

Header "%% Copyright (C)"
"%% @Author Jacob Vorreuter"

<Non-terminals>
<Terminals>
<Root Symbol>
<End Symbol>
<Erlang Code>

http://jacobvorreuter.com/hacking-erlang

http://github.com/JacobVorreuter

example_parse.yrl

<Non-terminals>
<Terminals>
<Root Symbol>
<End Symbol>
<Erlang Code>

rreuter.com/hacking-erlan

acobVorreuter

example_parse.yrl

<Non-terminals>
<Terminals>
<Root Symbol>
<End Symbol>
<Erlang Code>

http://jacobvorreuter.com/hacking-erlang

http://github.com/JacobVorreuter

example_parse.yrl

<Non-terminals>

Terminals atom integer heart module function [ '] '->' '<-'

<Root Symbol>
<End Symbol>
<Erlang Code>

http://jacobvorreuter.com/hacking-erlang
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example_parse.yrl

<Non-terminals>

Terminals atom integer heart module function ' ']' '->" '<-"||".

<Root Symbol>
<End Symbol>
<Erlang Code>

http://jacobvorreuter.com/hacking-erlang

http://github.com/JacobVorreuter




example_parse.yrl example_parse.yrl

<Non-terminals> Nonterminals element module_declaration function_declaration function_body
comprehension.

Terminals atom integer heart module function ' ']' '->' '<-*||".
Terminals atom integer heart module function '[' " '->" '<-""||".
<Root Symbol> <Root Symbol>
<End Symbol> <End Symbol>
<Erlang Code> <Erlang Code>

http://jacobvorreuter.com/hacking-erlan: http://github.com/JacobVorreuter bvorreuter.com/hacking-erlan ://github.com/JacobVorreuter

example_parse.yrl

Nonterminals element module_declaration function_declaration function_body
comprehension.

Terminals atom integer heart module function ' '] '->" '<-"'||'".
<Root Symbol>
<End Symbol>
<Erlang Code>

ttp://jacobvorreuter.com/hacking-erlan http://github.com/JacobVorreuter

example_parse.yrl

Nonterminals element module_declaration function_declaration function_body
comprehension.

Terminals atom integer heart module function [ '] '->' '<-"'||".

<Root Symbol>

<End Symbol>

<Erlang Code>

http://jacobvorreuter.com/hacking-erlang http://github.com/JacobVorreuter

example_parse.yrl

Nonterminals element module_declaration function_declaration function_body
comprehension.
Terminals atom integer heart module function " '] '->"'<-"||".

Rootsymbol element.
element -> module_declaration : '$1".
element -> function_declaration : '$1'.
module_declaration -> module atom :
{attribute line_of('$2"),module,value_of('$2")}.
function_declaration -> function atom '->' function_body :
{function line_of('$2"),value_of('$2"),0,[{clause,line_of('$2"),[],[],'$4"}1}.

function_body -> comprehension : ['$1].

comprehension -> ' '] : nil.

comprehension -> '[' integer '<-' integer '||' heart 17" :
{Ic,line_of('$2") {var,line_of('$2"),'A’},[{generate,line_of('$2"),
{var line_of('$2"),'A’},
{call,line_of('$2"),{remoteline_of('$2") {atom,line_of('$2") lists},

{atom,line_of('$2"),seq}},['$2",'$4 111}

<End Symbol>
<Erlang Code>

http://github.c: acobVorreuter

example_parse.yrl

Nonterminals element module_declaration function_declaration function_body

comprehension.

Terminals atom integer heart module function [ ' '->' '<-"'||".

Rootsymbol element.

element -> module_declaration : '$1".

element -> function_declaration : '$1".

module_declaration -> module atom :
{attribute line_of('$2"),module,value_of('$2")}.

function_declaration -> function atom '->' function_body :
{function,line_of('$2’),value_of('$2),0,[{clause,line_of('$2"),[1.[I,'$4}1}.

function_body -> comprehension : ['$1].

comprehension -> " '] : nil.

comprehension -> [' integer '<-' integer '||' heart '] :
{Ic line_of('$2") {var,line_of('$2"),'A'},[{generateline_of('$2"),
{varline_of('$2"),'A’},
{call,line_of('$2") {remote line_of('$2") {atomline_of('$2"),lists},
{atomline_of('$2"),seq}},['$2','$4T}}1}.

<End Symbol>
<Erlang Code>

http://jacobvorreuter.com/hacking-erlang
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example parse.yrl example parse.yrl

Nonterminals element module_declaration function_declaration function_body Nonterminals element module_declaration function_declaration function_body
comprehension. comprehension.
Terminals atom integer heart module function ' '] '->" '<-"||". Terminals atom integer heart module function ' '] '->" '<-"||".
Rootsymbol element. Rootsymbol element.
element -> module_declaration : '$1". element -> module_declaration : '$1".
element -> function_declaration : '$1". element -> function_declaration : '$1".
module_declaration -> module atom : module_declaration -> module atom :
{attribute line_of('$2"),module,value_of('$2")}. {attribute line_of('$2"),module,value_of('$2")}.
function_declaration -> function atom '->' function_body : function_declaration -> function atom '->' function_body :
{function,line_of('$2"),value_of('$2"),0,[{clause,line_of('$2"),[],[],'$4"}]}. {function,line_of('$2"),value_of('$2'),0,[{clauseline_of('$2"),[].[I,'$:
function_body -> comprehension : ['$1]. function_body -> comprehension : ['$17.
comprehension -> ' '] : nil. comprehension -> ' '] : nil.
comprehension -> '[' integer '<-' integer '||' heart '] : comprehension -> '[' integer '<-' integer '||' heart '] :
{Ic line_of('$2") {var,line_of('$2"),'A'},[{generate,line_of('$2"), {Ic,line_of('$2") {var,line_of('$2'),'A’},[{generate line_of('$2"),
{var line_of('$2"),'A’}, {var line_of('$2"),'A’},
{call,line_of('$2"),{remote line_of('$2") {atom,line_of('$2") lists}, {call,line_of('$2") {remote line_of('$2") {atom,line_of('$2") lists},
{atom,line_of('$2"),seq}},['$2','$4 }}1}- {atom,line_of('$2"),seq}},['$2','$41}}1}-
Endsymbol dot.
Endsymbol dot.
<Erlang Code>
<Erlang Code>
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example_parse.yrl example parse.yrl

Nonterminals element module_declaration function_declaration function_body
comprehension.
Terminals atom integer heart module function " " ->"'<-""||".
Rootsymbol element.
element -> module_declaration : '$1".
element -> function_declaration : '$1".
module_declaration -> module atom :
{attribute, line_of ('$2"),module, value_of ('$2')}.
function_declaration -> function atom '->' function_body :
{function, line_of ('$2"), value_of ('$2"),0,[{clause, line_of ('$2'),[1,[],'$4'}]}.
function_body -> comprehension : ['$17].
comprehension ->'[* '] : nil.
comprehension -> '[' integer '<-" integer '||" heart 7' :
{Ic, line_of ('$2"){var, line_of ('$2"),'A"},[{generate, line_of ('$2"),
{var, line_of ('$2"),'A’},
{call, line_of ('$2"),{remote, line_of ('$2'),{atom, line_of ('$2"),lists},
{atom, line_of ('$2"),seq}},['$2','$4}}1}.
Endsymbol dot.

Erlang code.
value_of(Token) -> element(3, Token).
line_of(Token) -> element(2, Token).
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custom syntax in
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