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Here’s your car 
50-100 

processors 
(ECUs) 

100 million 
lines of code 



 



Here’s your car again 

SW SW App App Sys Sys 
Auto
sar 

Auto
sar 





AUTOSAR Basic Software 

 



Theory 

 
Car manufacturers should be 

able to buy code from different 
providers and have them work 

seamlessly together 
 



Practice 

 
VOLVO's experience has been 
that this is often not the case 

 



SW SW 

Tier 1 Tier 1 Tier 2 Tier 2 



 



The Plan 



Demo 

 



QuickCheck in a Nutshell 

 

QuickCheck 
specification 

Test case Test case Test case Test case Test case 

Minimal
Test case 



Testing strategy  

 
API calls generated 
from a QuickCheck 
state machine 
specification 

Check the 
right calls 
are made to 
other 
components 



 

Example bug in vendor code 



 

Example bug in vendor code 



Testing Components 

 

CanNm 

API 
calls 

Mock 

QuickCheck state 
machine 



eqc_component 

 

 

% halt_communication 

 

halt_communication(CtrlIdx) -> 

    c_call:'FrIf_HaltCommunication'(CtrlIdx). 

 

halt_communication_pre(S,[Ctrl]) -> 

    synchronized(S,Ctrl) andalso  

  S#frif_state.initialized. 

 

halt_communication_next(S,_V,[Ctrl],_Callouts) -> 

    on_controller_state(S,Ctrl,  

  fun (_) -> 'FR_POCSTATE_HALT' end). 

 

halt_communication_callouts(_S,[Ctrl]) -> 

    [{{callout, c_call,?HaltCommunication, 

   [translate_ctrl(Ctrl)]},ok}]. 

Uses QuickCheck’s 
link to C 

Precondition  

State transition 

Expected callouts 



”For every sequence of API calls 
satisfying the preconditions, all 

postconditions hold and the 
callouts are as specified.” 



Challenges  



Configurations 

 

XML configuration 
(which devices, which 
channels, what cycle 

times, etc etc etc) 

Code 
generator 

Generated 
implementation 

in C 

Test case 

Configuration 
to test 

API calls to 
test 



Configurations in reality 

 
”System 

template” 

Code 
gener
-ator 

Generated 
C 

Config 
editor 

XML 
Config 



Configuration errors 

 

 

 

 

 

 

 

• Sometimes a genuine error, sometimes just 
”not supported” by the vendor 

”System 
template” 

Code 
gener
-ator 

Generated 
C 

Config 
editor 

XML 
Config 

Lots of 
conditions 
must hold 

Rejected 
by config 

editor 

Rejected 
by code 

generator 

Wrong code 
generated 



Our Approach 

 

Code 
gener
-ator 

Config 
editor 

One 
configuration 
to rule them 

all… 

One parameterised 
specification, 
which can test any 
configuration. 



Test code for Flexray Interface 

 

 

 

 

 

 

 

 

• The code is 16x smaller!  
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Challenge: Clusters 

 

CanNm 

API 
calls 

Moc
k 

QuickCheck 

state machine 

CanSm 

API 
calls 

Moc
k 

QuickCheck 

state machine 

This interface 
need not 

exist! 

Composable 
specifications 

Important for 
writing modular 
specifications 



Challenges 

 



The Problem of Scale 

 
QuickCheck 

state 
machine 

Essentially an 
implementation 
of AUTOSAR in 

Erlang! 
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Vendor 
code 

API 
calls 

Mock 

How do we know our code is right? 

• QuickCheck tests 
vendor code 

• Vendor code tests 
our models 

 

Who is right? 

• Read the standard 

• Ask Volvo! 

 

QuickCheck 
state 

machine 



Read the Standard 

 

 

 

 

• Once every… 

– Power-on? 

– Reinitialization? 

– Timer expiry? 

CANNM066: When the NM Message Tx 
Timeout Timer expires, the CanNm Module 
shall optionally call the function 
Nm_TxTimeoutException once. 

 

 

 

 

• Optionally? 



Read the Standard 

 



Challenge: the Most Probable Bug 

 

CanNm 

API 
calls 

Moc
k 

QuickCheck 
state 

machine 

The minimal failing 
test case 

Almost always 
the same! 

Fix the 
bug? 

…or unfix 
the spec! 



”Bug specifications” 

initial_send_timer(#tm_periodic{delay = T}) -> 

  Ticks = com_cfg:ticks(T,tx), 

  case ?com_bug_014 of 

      true  -> Ticks; 

      false -> Ticks + 1    % we decrement before test 

  end; 

deinit_next(S, _V, [], []) ->  

    case ?com_bug_027 of 

 true ->  S#state{comstate = 'COM_UNINIT'}; 

 false ->  

         (initial_state_data())#state{comstate = 'COM_UNINIT'} 

    end. 



Delousing the Specification 

 
QuickCheck 
specification 

 
 
 
 
 

QuickCheck 
specification 

 



Enter: Wrangler! 

• A scriptable refactoring tool for Erlang 

 

• Delousing 

– ?xxx_bug_ddd  false 

– Boolean simplification 

– Remove clauses with false guards 

– Simplify case true/false of … 

– Simplify list comprehensions 



Wrangling 



Results so far… 

• Testing code from 6 suppliers 

 

• 100+ issues identified already 

• 30+ bugs identified in the standard 

 

• On target to certify code later this year 



Culture Shock 

 
Can we get 
hold of the 
test suite in 
advance? 

NO!!! 
There is no 
test suite. 



 


