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Mix



Mix

• Generate new projects 

• Compile 

• Run tests 

• Handle dependencies 

• Whatever else you can think of



mix.exs
defmodule	MyProject.Mixfile	do	
		use	Mix.Project	
		def	project	do	
				[app:	:my_project,	
					version:	"0.1.0",	
					elixir:	"~>	1.0"]	
		end	
end



Dependencies
defmodule	MyProject.Mixfile	do	
		use	Mix.Project	
		def	project	do	
				[app:	:my_project,	
					version:	"0.1.0",	
					deps:	deps()]	
		end	
		defp	deps	do	
				[{:poolboy,	github:	"devinus/poolboy"},	
					{:ecto,	"~>	2.0"}]	
		end	
end	



Dependencies

• $ mix deps.get / deps.update / … 

• Converge and sort 

• Repeatable builds 

• Rebar & Makefile dependencies



mix.lock
%{"cowboy":	{:hex,	:cowboy,	"1.0.4",	
"a324a8df9f2316c833a470d918aaf73ae894278b8aa6226ce7a9b
f699388f878",	…} 
		"cowlib":	{:hex,	:cowlib,	"1.0.2",	
"9d769a1d062c9c3ac753096f868ca121e2730b9a377de23dec0f7
e08b1df84ee",	…}, 
		"ranch":	{:hex,	:ranch,	"1.2.1",	
"a6fb992c10f2187b46ffd17ce398ddf8a54f691b81768f9ef5f46
1ea7e28c762",	…}, 
		"poolboy":	{:git,	“git://github.com/devinus/
poolboy.git",	
"2b8d9805306d36f22330f432ae6472f1f2625c30",	…}}



Dependencies

• $ mix deps.get / deps.update / … 

• Converge and sort 

• Repeatable builds 

• Rebar & Makefile dependencies



Architecture



Specifications

• Package structure 

• Endpoints 

• Registry 

• HTTP API 

• Fully documented



Package structure

contents.tar.gz

VERSION metadata.config CHECKSUM

ecto-2.0.0.tar



Package metadata
{<<"app">>,<<"ecto">>}.	
{<<"build_tools">>,[<<"mix">>]}.	
{<<"description">>,	
	<<"Ecto	is	a	domain	specific	language	for	writing	
queries	and	interacting	with	databases	in	Elixir.">>}.	
{<<"elixir">>,<<"~>	1.2">>}.	
{<<"files">>,	...}.	
{<<"licenses">>,[<<"Apache	2.0">>]}.	
{<<"links">>,[{<<"GitHub">>,<<"https://github.com/
elixir-ecto/ecto">>}]}.	
{<<"maintainers">>,	...}.	
{<<"name">>,<<"ecto">>}.	
{<<"requirements">>,	...}.	
{<<"version">>,<<"2.0.0">>}.	



Repository

• /registry.ets.gz 

• /registry.ets.gz.signed 

• /tarballs/PACKAGE-VERSION.tar



Registry

• Single ETS file 

{"ecto",					[["0.1.0",	"0.1.1",	"0.1.2",	…]]}	
{"postgrex",	[["0.1.0",	"0.2.0",	"0.2.1",	…]]}	

{{"ecto",	"0.1.0"},	[[["postgrex",	"~>	0.1.0"],	
																						["poolboy",	"~>	1.1.0”],	
																						…]]}



Dependency resolution
1. Add deps from mix.exs to pending requests 
2. Take next pending, find latest matching release 
 2a. Compare against activated packages 
 2b. If no matching, backtrack 
3. Activate the package 
4. Add children to pending 
5. Save state for backtracking 
6. Goto 2



Systems
• Website & HTTP API 

• Heroku 

• Repository 

• Amazon S3 + Fastly 

• Hexdocs 

• Amazon S3 + Fastly



Community









Build tools

• Mix, Rebar3 & erlang.mk 

• Compatibility between languages and 
tools



Hexdocs
• Single place to find docs for all packages 

• Automatically published 

• Versioned 

• Static file hosting 

• Can get much improvement







Hexdocs
• Single place to find docs for all packages 

• Automatically published 

• Versioned 

• Static file hosting 

• Can get much improvement



escripts
$	mix	escript.install	git	
		git://github.com/phoenixframework/phoenix_new.git	

$	mix	escript.install	hex	phoenix_new	1.0.0



What do we get?

• Single place to find libraries, docs 

• More collaboration, less forks 

• Promote cross BEAM-lang usage



Security



What to secure
• Servers 

• Hex installer 

• HTTP API 

• Registry integrity 

• Package integrity 

• User keys



HTTPS in OTP
• Do your own hostname verification 

• Handle partial certificate chains 

• Bring your own certificate store 

• httpc issues 

• github.com/deadtrickster/ssl_verify_fun.erl 

• github.com/certifi/erlang-certifi



Integrity

• Registry signed with hex.pm online 
private key 

• Registry includes checksums 

• Lock files include checksums



Authentication

• bcrypt hashed password 

• API keys 

• Keys encrypted locally 

• Protection against package worm 
(www.kb.cert.org/vuls/id/319816)



Typo squatting

• incolumitas.com/2016/06/08/
typosquatting-package-managers/ 

• Nightly job checks package name 
similarity



left-pad

• User removed highly depended on 
npm package 

• Admins re-published package 
without users consent 

• Lesson: Limit what users can do



User-signed packages

• Public key infrastructure 

• Web of trust 

• Not a silver bullet



Future



Hex 1.0

• Specifications 

• New registry format 

• Stable API



Current registry

• Single ETS file 

• 930kb compressed 

• Grows with ~20kb/week 

• Forward compatibility is tricky



New registry
• One file per package 

• Index files /names and /versions 

• Protocol buffers ensure forward 
compatibility 

• Complicates dependency resolution 

• Use local ETS file as cache



Namespaces

• Allows private packages 

• May not be enabled for public 
packages on hex.pm



Package retirement

• For security issues, deprecations, 
renames, etc. 

• Gives you a warning when fetching 

• Package still available



Current issues

• Package signing 

• Libraries missing on hex.pm 

• Private repositories 

• ?



?
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